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Why Another Filesystem?

PerlFS
FAT CFS AVFS
UDF IES wrapfs
AFS
CryptFES Ficus
ADFS XS SFrS CIFS Echo
BFS . ¢ userfs NASD
JFFS FASENS  ECFS ys3fs Coda
UFS EES GES Intermezzo
CramFS FFS StegkS wvfs Truf
rfs ATHES CSFS NCP xS OcealrrluStoreg
HPFS  HFS s 1ers
EFS UFO ovlfs
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Design Goals Behind Kiwi

Secure File Access
From Anywhere

Simplicity of Scalable to Support
Development and Use Global File Access
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Why HTTP?

28,125,284 web servers
http://www.netcraft.com/survey/

forecast 136 million users in 2002
http://www.infotechtrends.com/favorites/99353027.htm

1,346,966,000 web pages indexed
http://www.google.com/

—» Standard
— Extensible
—” Scalable

g Existing code!

Kiwi Project <nhttp://kiwi.stanford.edu/> Slide #4




Securing The Connection With SSL

SSL Handshake
v

Determine the cipher to use

Secure Sockets Layer _ ‘_ o
Mutual authentication (certificates)

TCP/IP Layer v

Key exchange using public key methods

v
Traffic encrypted using symmetric cipher

HTTP
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Enhanced File Operations With
WebDAV

Web-based Distributed Authoring
and Versioning Protocol
PROPFIND
HTTP PROPPATCH
MK COL
GET DELETE
PUT COPY
POST MOVE
LOCK
UNLOCK
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Kiwil Server Built From Existing
Components

Apache
core » HTTP » Well-known protocol
mod ss » SSL » Encryption/Authentication
mod_dav » WebDAV » Extend HTTP
mod_Kiwi »  Kiwi » Pulls everything together
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File Access With Web Browsear

Apache
Get and core
upload files
Netscape _ Securely .| [_mod_ss
https://kiwi.stanford. hom 1N
mod dav
mod kiwi
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File Access With Linux Filesystem

User-level
/mount/ser ver /path/toffile A pache
> |s /kiwi/kiwi.stanfor d.edu/home/austin
core
System call/‘ Kiwid
/ 1 | Capabilities mod sdl
. offered by

Linux kernel l filesystems mod dav

Virtual File System (VFS)

mod kiwi

ext?l INFS AFS (Coda
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File Access Through Firewalls

LAN | nternet
Web Pages
Machinel< /
+Firewall .
- *Kiwi Server
Machine 2/
NFS Server
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Kiwi Linux Client | mplementation

Kiwid
Neon (HTTP/WebDAV)
Kiwi OpenSSL (SSL)
Socket
user < > Some More Code
programs

—» Communicate with server
—» Maintan user credentials
—» Maintain file cache

Devicefile

Kiwi kernel module
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Use Certificates For Client
Authentication

‘N etscape No client certificate,
https:.//Kiwi.stanford.edu/home/austin/

dd to Netscape Client
Certificate Cache

Apache

core

mod sd

mod dav

mod kiwi
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Encrypted File Support

. Kiwid Read encrypted file Servel
ransparent :
. Encrypted file
file access by Passphrase/
applications | Private Key Header
IV
~Encrypted key
~Encrypted contents
ol fi MAC
K ornd Pecrypt e




Much More Further Work

Key management Personal views

”—"—:-'-"9 \ of namespace
f User 1

» name translation——»&

User 2

Fllesharlng

More Users->More Testing
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Kiwi vs. NFS

Security
Encryption
Authentication
Scalability
Sabhility
Codebase
Standards
Popularity
Features

NES Kiwi_
Many known security problems  Built on top of SSL
None Transparent file encryption
Based on trusting everyone Certificates
Low Probably as well as web servers
High Not quite there yet
Large Large (Apache, OpenS9., etc)
Industry standard Should be industry standard
High Isn't Kiwi abird?
Allow anyone accessto machine  Allow access anywhere

Can work behind firewall

Doesn't end with FS
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