
Designing and Implementing Kiwi:
A Secure Distributed File System over HTTPS

Austin Che
austin@cs.stanford.edu

Computer Science Department
Stanford University

May 2001



Designing and Implementing Kiwi:
A Secure Distributed File System over HTTPS

Austin Che
austin@cs.stanford.edu

Abstract

Kiwi is a distributed file system designed to allow for secure access to files
globally. Kiwi uses HTTP over SSL, HTTPS, the industry standard protocol
for secure transactions over the World Wide Web, and the WebDAV exten-
sions to HTTP. By building on existing code and protocols, we were able to
develop quickly the foundations necessary for a simple to use yet secure file
system. The choice of HTTPS as a protocol gives several additional bene-
fits including the ability to access files securely from behind firewalls and to
access files with nothing more than a standard web browser. The current
implementation includes a file system module for Linux with most of the
standard file system functionality implemented. Additional features include
setting up personalized views of a global namespace and working with en-
crypted files. The current status and possible future directions for Kiwi are
discussed.
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with Honors at Stanford University, and advised by Professor Monica Lam.
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Chapter 1

Introduction

1.1 Motivation

Kiwi is a file system designed with the goals of security, simplicity, and
scalability. In addition, we wanted to have files globally and widely accessible.
Chapter 2 presents an overview of many existing file systems. However, none
of these existing file systems were readily available and could suit our needs
for a globally accessible and secure file system. Existing distributed file
systems often do not have any security features or have security added as an
afterthought. Some cryptographic file systems do have security as a design
goal, but usually work on top of other non-secure file systems and may not
be very easy to use.

For Kiwi, we chose protocols standard on the Web, using HTTP, WebDAV
and SSL. HTTP is an extensible and simple protocol, WebDAV extends
HTTP, allowing us to implement a read/write file system, and SSL gives us
the desired network security. By using existing protocols and code, we found
development much simpler and quicker than it might otherwise have been
had we used a custom designed protocol. As further motivation, here are
some sample scenarios where Kiwi may be useful in practice.

• Web Browser Access to Files

When traveling away from one’s personal computer, a need arises to ac-
cess important files. The nearest machine with a web browser is found
and one points the browser to the file server. After appropriate au-
thentication, secure read and write access to all files becomes available.

5



CHAPTER 1. INTRODUCTION 6

Nothing needed to be carried around, except maybe a pass phrase in
one’s head and a smart card in one’s wallet.

• File System Interface

A web browser is a reasonable means of file access when away from
one’s personal computer, but is too cumbersome for dealing with files
on a day-to-day basis. A distributed file system to securely access files
is desirable. Authentication is done using certificates.

• File Access Behind Firewall

Even with a firewall between the user and the file server, files should
be accessible without modifying the firewall or opening up a security
hole.

• Ease of Administration

For the system administrator of a large organization or group, an easy
way to manage files and users in a scalable manner is strongly needed.
Users should be able to authenticate via a central source and gain access
to files on all servers in the system.

1.2 Current Status

The core Kiwi system, including some extra features such as file encryption,
have been implemented. A working, usable, and freely available implemen-
tation exists for the Linux operating system. Compared with similar file
systems, the performance of Kiwi is still relatively sluggish. However, many
optimizations have yet to be done, and, in addition, Kiwi has useful features
not found in other file systems.

1.3 Thesis Organization

This thesis is divided into six chapters. Chapter 1 contains this short intro-
duction with the motivation behind the Kiwi file system. Chapter 2 includes
background about existing file systems. Chapter 3 gives an overview of the
design of Kiwi and Chapter 4 discusses the details of implementation. Chap-
ter 5 presents results and the comparative performance of Kiwi. Finally,
Chapter 6 concludes with a discussion of areas for further work.



Chapter 2

Background

2.1 File Systems Background

File systems serve several main purposes:

• Storing information

• Retrieving information

• Sharing information

File systems are useful for long-term and persistent storage of information
and are a way to organize information, usually in the form of files and a
file hierarchy. A file consists of mapping a name to a block of information
accessed as a logical group. Many ways exist to implement file systems and
many file systems have been implemented, but relatively few of these are
widely used. This chapter will give some general background about existing
file systems.

2.1.1 Implementation

Normally, file systems are implemented as part of the operating system’s
functionality, in the kernel. Because they are implemented at a low level,
applications should work with various file systems with no modifications on
their part. Applications use a common interface provided by the operating
system for working with files, while the operating system controls the se-
mantics of this file access, whether it may involve reading a local disk block

7



CHAPTER 2. BACKGROUND 8

or contacting a remote server to retrieve a file. The sections to follow will
discuss mostly UNIX-based operating systems and file systems, because un-
derstanding how these work will form the basis for understanding the Kiwi
file system.

2.1.2 Mounting

Many different types of file systems can co-exist on one machine. Telling an
operating system the file systems to be used is done through the process of
mounting. On UNIX, the user can request a file system like foofs be mounted
under a directory like /foo. The directory /foo is called the mount point. All
accesses to files under /foo will then be interpreted as a request for a file on
the foofs file system. Note the operating system must first have the necessary
code to work with a foofs file system to successfully mount a file system of
type foofs. Mounting allows for accessing a variety of file systems from a
single file hierarchy. Only a superuser, someone with system administration
privileges, can perform mount operations, but, once mounted, all users on
the system can use the file system.

2.2 Types of File Systems

Several broad distinctions can be made among file systems. Below is a general
overview of how local file systems, distributed file systems, and cryptographic
file systems are designed to work, and this overview will serve as a basis for
the remainder of the work.

2.2.1 Local File Systems

Many file systems exist to access files on raw disks. They all have the common
purpose of mapping file names to a collection of bytes on a disk. From the
disk interface that allows access to blocks, local file systems need a way to
arrange the blocks so they appear in a meaningful file structure. Below is a
short description of how an idealized UNIX file system may be organized as
many file systems follow the original model [23].
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UNIX File System

The file system structure recording information relevant to the entire file
system is called the superblock. The superblock contains information such as
how many times the disk has been mounted and the location of the inode
table. The inode table contains a list of the inodes on the system, where an
inode is the meta-information stored along with each file. Inside an inode
are pointers to the blocks on disks containing the data for the file. The
inode also includes information such as the file’s owner, file permissions, and
last modification time. Inodes are numbered, but users would prefer to use
symbolic names instead of inode numbers in referring to files. The function
of directories is to map names to inodes. Multiple file names can map to the
same inode, allowing for hard links, where the same data can be accessed
through different file names.

2.2.2 Distributed File Systems

Local file systems are limited to files located on a single machine. Hence,
users have no mobility to move between machines and maintain access to
one’s files. Distributed file systems work over a network and can therefore
allow access to files located on separate machines. In a distributed file system,
there is usually the notion of a server and a client. The server is a machine
providing a service to others, while the client uses this service. Note the same
machine can act both as a server and a client in some file systems.

Ideally, a network file system should be distributed over many comput-
ers, but behaves much as a local file system would. This is called network
transparency, meaning the client interface should be identical for remote files
and for local files [15]. UNIX handles this with a common mount interface
for both local and distributed file systems.

One way to characterize network file systems is the granularity of data
access on the server. At one extreme, the server provides only a raw disk
interface. In this case, the network file system can work very similarly to a
local file system, but instead of reading blocks from a local raw disk, blocks
are read from a network raw disk. At the other extreme, the file server
presents a file interface, and clients send requests for whole files and not
specific blocks of data.

Having the file server work with blocks means the file server can be very
dumb. Most of the work with maintaining file information, such as the
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information commonly found in inode structures, is maintained by the clients.
This is appropriate for file systems where the server does not know about the
contents or structure of files, as in some cryptographic file systems. However,
transmitting all this information over the network can increase the network
traffic overhead and slow the system down. As blocks from the same file
are often accessed together, having the file server return entire files makes
sense. But this method can also be inefficient, especially with large files and
when only small chunks of the file is being accessed. Thus, many existing
distributed file systems work with something in the middle, allowing for
retrieving blocks within files.

2.2.3 Cryptographic File Systems

Both local and distributed file systems do not usually provide cryptographic
services. One cryptographic service is to encrypt the link between the server
and client, thus preventing unauthorized people from listening in on the
network communication. Although encrypting the network data stream pro-
tects against sniffers on the network, clients must still trust the server, as the
server sees the unencrypted file. In many environments where the user does
not control the server or many people have control of the file server, this trust
is problematic. Even if the system administrators are trusted, these central-
ized file servers become an attractive target for crackers who gain access to
many files if the system is compromised.

Encrypting the file on the clients prevents the server from gaining much
knowledge about the information stored in the files. Although possible to
perform manual file encryption, e.g., with the UNIX crypt command, this
type of approach to encryption is cumbersome and error-prone. One may
forget to delete the unencrypted file or forget to re-encrypt after editing the
file. Putting the cryptographic routines directly into the file system allows
for transparent and easier to use systems.

Several existing systems can encrypt entire disk partitions. Encrypting
the entire disk has the advantage of working with any file system and every-
thing, including file metadata, is encrypted. Disk encryption can be conve-
nient when the entire disk needs protection. However, these systems do not
allow for fine control over files to encrypt, and, thus, the focus here will be
on systems that encrypt at the file level.

If files are encrypted, users no longer need to worry a system admin-
istrator will either accidently or not so accidently read private files. Note
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the administrator always has the ability to delete files as they control ac-
cess to the physical disk. With file encryption, all the work in encrypting
and decrypting is pushed to the clients. The server only needs to authenti-
cate the clients. Often, not only file contents need protection but also the
meta-information such as file names, file size, or last modification time. The
problem with encrypting the file size or other information normally stored
in the inodes is that system programs needing to work with the file system
would no longer work without decrypting the inode information. For exam-
ple, automatic backups of the disk would no longer be possible if the inode
information were encrypted. Thus, meta-information is often not encrypted.

Some issues come up in the design of any cryptographic system involving
both security and ease of use. Many of these areas will be discussed in later
sections.

• Privacy. Unauthorized users should not be able to gain access to an
unencrypted file.

• Integrity. Unauthorized tampering with files should be detected.

• Unintrusive. A key or passphrase must be obtained from the user at
some point, but this should only be done once per session if possible.

• Transparency. Existing applications should transparently work with
encrypted files.

• Control. Selective encryption of files should be possible to allow for
public files.

• Key Management. Managing all the keys in the system should be
simple for the user and administrators. In addition, if passwords or
keys are lost, will recovering encrypted files be possible?

• Sharing. Sharing encrypted files among users should be possible and
easy to do.

• Performance. Performance must not be degraded to the point where
people will not wish to use the encryption features.
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2.3 File System Issues

Some issues, common to most file systems, need addressing in the design of
any new file system.

2.3.1 Sharing

Sharing files among users is important in any file system. Several ways exist
to define the sharing semantics in a file system. UNIX semantics for file
sharing dictates that users should immediately see the effects of all writes to
a file. Thus if both user1 and user2 open the same file, if user1 writes to
the file and user2 later reads from the file, user2 should see what user1 had
written to the file.

Another method to implement file sharing is called session semantics.
These semantics guarantee changes to files are seen by other users when the
file is closed. If multiple users have opened the same file, they could hold
different or stale copies of the files when one of them writes to the file. If an
application needs stronger sharing semantics than these, something outside
the file system is needed to enforce the necessary semantics.

Another approach is to treat every file as read-only and immutable. Ev-
ery change to a file essentially creates a new immutable file with a new file
name to refer to the new copy. Because all files are read-only, caching and
consistency become much simpler to implement.

Studies of usage patterns on UNIX systems have generally shown that
the amount of sharing is minimal and that reads are much more common
than writes. Thus, write sharing and, therefore, conflicts occur infrequently.
A file system could potentially take advantage of this low sharing pattern.
On the other hand, a possible explanation for this low degree of sharing is
that people would like to share more but are hindered by the difficulty of
sharing files. In this case, a file system should aim to make sharing easier,
increasing the frequency of sharing among users.

Access Control

The manner access control is done greatly determines how easy and thus how
much file sharing between users will occur. Access control in a file system
is making sure users only access file resources they are allowed to access,
including read access to some files and full write access to other files.
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UNIX access control mechanisms do not allow for easy sharing. In UNIX,
file permissions can be set to any combination of read, write, and execute.
Each file is associated with a single owner and a single group, and only the
owner can set the permissions. Three groups of permissions exist: one for
the owner, one for the group, and one for everyone else. Although the UNIX
model has the concept of groups, groups are not commonly used for sharing
and are difficult to maintain, requiring an administrator to create the groups
and add users to groups.

2.3.2 Caching

Different media have different costs of access. Cache memory near processors
are very fast, local disks are slower, and remote disks can be even slower to
access. The basic idea of caching is to keep copies of recently accessed data
on faster medium to speed up repeated access to the same data. One copy
somewhere is usually considered the master copy and every other copy is a
secondary copy.

Caching is needed for performance and also for practical implementation
reasons. All types of file systems need some form of caching. Local file
systems cache disk blocks in memory to reduce the time needed to fetch
blocks from a disk. Distributed file systems need to cache remote blocks or
files locally to reduce the amount of network traffic needed. Cryptographic
file systems need to cache decrypted blocks to operate on them.

The size of the smallest unit of cached data can vary from a single byte
to an entire file. The purpose of caching is to retrieve a larger block than
initially needed and to hope for locality in the data and for future cache
hits. The larger the size of a cache unit, the greater the chance of a future
cache hit. On the other hand, the time required to retrieve a larger chunk is
increased.

Consistency

Changes made to a cache copy must eventually be propagated back to the
master copy, and a cache copy can become out of date if the master copy is
changed by another client. The general problem of keeping the cache copy
consistent with the master copy is called cache consistency. To maintain
consistency, a system needs a caching policy to determine what data is cached
and when data is removed from the cache.
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The job of maintaining consistent caches can be given to either the clients
or the server. The clients can be responsible for periodically checking the
validity of their caches. This has the disadvantage of frequent checks that
may not be necessary. Another approach is to have the server maintain
information about what each client has cached. When the server detects a
client has something invalid in its cache, the server contacts the client and
tells the client to invalidate that particular file. One disadvantage of the
server-centered approach is extra complexity in both the client and server
code.

Write Policy

When a cache block is modified, the changes can be pushed back to disk
or a remote server at different times, corresponding to different cache write
policies. One method, called write-through, is to immediately send all writes
through the cache directly to the master copy. Another method is delayed-
write, postponing writes until a future time. Delayed writes have a higher
performance than write-through policies, as writes do not have to wait for
the extra time required to write through to the master copy. However,
write-through policies allow for better recovery and reliability if the machine
crashes or the cache is lost somehow. A type of delayed write, called write-
on-close, writes out the cache when the file is closed. The cache policy used
is related to the sharing semantics. UNIX file sharing semantics are much
easier with a write-through cache policy, while write-on-close is suitable for
session semantics.

2.3.3 Fault Tolerance

A system is fault tolerant if the system can work properly even if problems
arise in parts of the system. File systems can be characterized as either
stateful or stateless. The less implicit state contained in each request, the
more fault tolerant a system can be. For example, if a server needs to keep
track of all active clients, the server is maintaining extra state. If for some
reason a client crashes, will problems arise when the server later relies on
its out of date information? Not keeping the state information about active
clients would allow for clients to go up and down and not affect the server at
all, providing an extra cushion when something does go wrong.
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Availability is how readily accessible files are despite possible problems
such as servers becoming unavailable or communication problems. A fault-
tolerant system should aim to provide high availability. One common way of
providing fault tolerance and increasing availability is to replicate files either
on multiple disks on the same machine or on multiple machines. Replication
greatly complicates the system in maintaining consistency among the copies.
Complete consistency sometimes may be sacrificed for performance.

2.3.4 Scalability

Once we leave local file systems and work with a network of machines, we
start to care about the number of machines we can work with. Scalabil-
ity is the ability for the system to handle a large number of active clients
and servers and still be able to provide high performance for all involved.
Centralized machines do not scale well as the number of clients and, conse-
quently, the load increases indefinitely. The other extreme would be a fully
distributed peer-to-peer network where every computer can talk with any
other computer on a network. On the other hand, the cost of management
and system administration is also important for large systems, and central-
ized system administration is usually much easier than distributed system
administration.

2.4 Existing File Systems

In this section, several existing file systems will be described as a basis for
comparison and motivation in the design and implementation of our own file
system.

2.4.1 Local File Systems

FFS

The fast file system (FFS) [17] was an attempt to replace the original UNIX
file system with a higher performance file system. A central problem with
the traditional file system, according to the authors, was that data blocks for
files become scattered across a disk, leading to a disk seek operation before
every block access.
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Several changes in FFS were made to improve performance. The block
size was increased from 1024-byte blocks to 4096-byte blocks. Larger blocks
allow for transferring more information on each data access, but also increases
the amount of wasted space. To reduce the percentage of wasted space for
small files, FFS fragmented a single block into smaller pieces. With this
method, FFS had about the same amount of wasted space as the traditional
file system and also saved space on larger files by needing fewer block pointers.

Another modification to improve performance was to place blocks nor-
mally accessed together near each other physically on the disk. As a common
operation is to list a directory, the inodes for the files in a single directory
were clustered near each other in a group of cylinders. In addition, all the
blocks for a file were put close together to speed accesses to files.

Optimizing performance in a local file system will also come up when we
move to distributed file systems and our own file system. Other than opti-
mizing performance, other additions were made to the file system, features
now common in most UNIX variants. For instance, a file locking mechanism
to allow for synchronization among processes and symbolic links to allow
links across file systems were two features implemented in FFS.

2.4.2 Distributed File Systems

NFS

The most widespread distributed file system in use is Sun’s Network File
System (NFS) [32]. NFS is extremely mature, commercially supported, and
widely available.

A machine in NFS can both be a server and a client, as NFS does not
have the notion of a dedicated server. The server maintains an exports
list, in /etc/exports, listing the directories accessible to clients and, in
addition, the names of the client machines permitted to access these exported
directories. NFS does not have a global namespace. The client chooses a
directory to make remote files available through the process of mounting.
Because each client machine chooses the directories to mount, each machine
can have a different view of the namespace. No clear semantics are defined
for file sharing and consistency. A file created on one machine may not be
visible on another machine for 30 seconds.

The NFS protocol [19] is based on Sun’s Remote Procedure Call (RPC).
The NFS protocol is as stateless as possible to simplify server implemen-
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tations. One consequence is that the NFS protocol does not contain open
and close operations. To encourage implementations of NFS on different
operating systems, the protocol is built on top of the platform-independent
External Data Representation (XDR). In addition, files are identified not by
path names or inodes, but by file handles. The goal of the WebNFS [35]
project is to replace the HTTP protocol on the Web with the NFS protocol,
claiming that much speedup is possible due to the amount of tuning that has
gone into the NFS protocol.

AFS

Another file system in use is AFS [10], originally developed at Carnegie
Mellon as the Andrew file system, and now commercialized. The original
goal of AFS was to improve the scalability of file servers. AFS presents
a common namespace to all clients, and with the observation that server
processing is usually the system’s bottleneck, they pushed much of the work
into the client.

In AFS, the dedicated server machines are collectively called Vice. A user-
level process called Venus is used by the operating system on each client to
handle system calls on AFS files. Venus caches files from Vice when the files
are opened and stores them back when the files are closed. Venus stores the
client cache on the local disk of the client, and assumes cached files are valid
unless told otherwise. There exists a callback mechanism where the server
notifies clients with cached copies when another user is trying to modify the
same file. Partly due to this callback mechanism, the system is not stateless,
and could have fault tolerance issues. For example, if a server goes down,
what the client and what the server know can be out of sync.

Originally, the Andrew file system used whole file caching, although
caching in chunks is now also used. Whole file caching implies Venus only
needs to contact the server on file open or close. Reading and writing blocks
from files are performed directly on the cache copy. This method of caching
means changes to a file are not visible to other machines until a file is closed.

Security was a concern in developing AFS [24]. There exists an authen-
tication server to issue tokens for users. Tokens establish the identity of the
user to file servers. Servers and clients mutually authenticate each other
and, after authentication, they can communicate with encrypted messages,
although this encryption is usually not used. In AFS, the servers are com-
pletely trusted and are assumed to be physically secure. Another assumption
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in their design is a secure communication channel exists between the Vice
servers, for the administrative functions that need to occur among the servers.

To protect files, AFS contains access control lists at the granularity of
directories. A mechanism exists for creating groups of users and assigning
permissions to groups. Both positive and negative permissions are allowed,
so one can specify that everyone in a certain group except some user has a
set of privileges.

AFS puts related files into volumes. Using a mechanism similar to UNIX
mount, AFS can join together different volumes. Files in AFS are identified
by an identifier called a fid that includes the volume number, a vnode identi-
fier, and a uniquifier. Fids are independent of the physical location of a file,
so they are not invalidated when files move from server to server. To find the
location of a volume, the client queries a volume location database replicated
on each server. Entire volumes can be moved transparently among servers to
balance the load. Read-only volumes can be replicated on multiple servers.

AFS has added the notion of a cell to correspond to an autonomous
group. Cells allow for the job of system administration to be split, while at
the same time allowing for one namespace. With the many cells in existence
today, AFS has become a global file system, demonstrating the original goal
of scalability has in many respects been achieved.

Coda

Another distributed file system is Coda [13], also developed at Carnegie Mel-
lon. Coda was built on top of AFS, so much of the design from AFS can
be seen in Coda. For example, the namespace is arranged in volumes, the
user-level cache manager is called Venus, and callbacks are used as in AFS.
What is new in Coda is the idea of disconnected operation. In AFS, and in
most network file systems, when a file server goes down, the files on that
server are no longer available. For those with laptops and those who cannot
be continuously connected to the web, sharing files over the network can
prove troublesome. While connected to the network, through the process
of hoarding, Coda caches files that may be needed when the system later
becomes disconnected. Users work transparently on remote files even when
disconnected from the network. Once the network is reconnected, the local
file changes are played back from a replay log, and changes are merged if
possible. This process may still require human intervention because some
changes result in conflicts that cannot be automatically merged. The Coda
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project has shown caching can be used to support disconnected operation.
Coda uses whole file caching both to simplify the implementation and to
make the disconnected operation more transparent.

Sprite

Sprite [18] is a distributed file system developed at Berkeley, built on the as-
sumption of diskless machines with large main memories. Sprite relies heavily
on caching, with caching on both the servers and clients, and with caches
stored in local memory. Caches are organized around fixed size blocks, with
each block identified by a unique file identifier and a block number. Sprite
uses a delayed write policy. Dirty blocks are written back to the server after
30 seconds. A unique feature of the Sprite cache is that it can dynamically
change in size. The file system negotiates with the virtual memory system to
allocate the physical memory between the two systems as the relative needs
of the two systems change.

Sprite implements UNIX semantics for file sharing, in what the designers
call concurrent write sharing. Files have a version number associated with
them and this version number is incremented whenever the file is opened for
writing. Servers are notified on all file opens and closes. When a client opens
a file, the client compares the file’s current version number with the version
number for the file in the cache. If the version numbers are different, the
client discards the information in its cache. To maintain cache consistency
of writes, the server is able to detect a concurrent write sharing condition
and disable caching on the clients, forcing all reads and writes to go through
the server. As all operations can involve the server, this increases the load
on servers and decreases the overall performance.

State is stored on the server and client side and this state is not stored on
persistent storage. This may be an issue for fault tolerance. The kernel was
also completely re-implemented for Sprite, so compatibility and portability
may be an issue. However, the extra work apparently paid off as faster
performance over both AFS and NFS was reported.

WebFS

The WebOS [30] project at UC Berkeley aimed to provide OS services for
distributed applications. Part of WebOS was a global file system working
on top of HTTP called WebFS [31]. Their system worked with their custom
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WebFS server, but also could work in a limited way with standard HTTP
servers. With their WebFS server, they enabled authenticated read/write
access and cache consistency by extending the HTTP protocol. WebFS in-
cluded access control lists, and users were identified by public keys. Another
feature was its support for IP multicast, allowing for files and cache invalida-
tion notices to be broadcast to interested clients. WebFS implemented the
last writer wins cache consistency protocol.

xFS

Traditionally, distributed systems rely on central servers to provide all of
the services in a file system. These central servers become a single point of
failure, so many file systems have the notion of replication. However, another
paradigm for file system design is a serverless network file system [2]. In this
paradigm, all machines work as cooperating peers, and as any machine can
take over if another machine goes down, this can provide high availability to
file services.

The xFS system is an example of a serverless network file system. It
is a log-based system, allowing for checkpoints and the ability to rollback.
xFS eliminates central server caching and uses client memory as a large and
cooperative cache. A problem is that the xFS protocol depends on a level of
trust among machines unreasonable on a global scale.

UFO

UFO [1] provides access to a read-only HTTP name space, while providing
read/write access through the FTP protocol. UFO is implemented entirely
at the user-level by intercepting system calls in the same way a debugger
would work. Consequently, UFO does not need any kernel code or kernel
recompilation, providing the advantage of not requiring superuser privileges
to install or run. A disadvantage, however, of being implemented completely
at user-level is limited control and restricted data access, being only able to
trap system calls and not having access to internal kernel structures.

OceanStore

OceanStore [14], a part of the Endeavor project at Berkeley, aims to cre-
ate a utility infrastructure, providing secure and highly available access to
persistent objects. A prototype system is being developed, although many
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components have yet to be implemented. A distributed file system could be
built on top of the completed OceanStore infrastructure. Although there is
a separate application programming interface (API) applications can use to
take full advantage of OceanStore’s capabilities, a translation from a UNIX
file system API to the OceanStore API will be provided.

Unlike related systems, OceanStore has a model of an untrusted infras-
tructure, relying on redundancy and providing cryptographic security to pro-
tect data. In OceanStore, by separating information from location, and al-
lowing information to freely migrate, data should be able to survive major
disasters or regional problems. The designers of OceanStore call their caching
policy promiscuous caching as data can be cached anywhere. Objects can
be replicated to any server around the world. This provides high availability
and locality of data, but consistency in such a system becomes a difficult
problem.

Locating objects on such a decentralized system is addressed also. All
objects are tagged with a globally unique identifier. To locate an object,
OceanStore uses a routing protocol to find an object on the network based
on an identifier. Each update to an object effectively creates a new version of
the object. A conflict resolution model allows for write sharing. But as the
servers are untrusted, the servers need to resolve the conflicts while working
with encrypted data. They discuss how to do operations such as search,
insert, and delete on encrypted blocks. Directories map human readable file
names to the global identifiers. The use of self-certifying path names [16]
ensures file names are resistant to attacks. There is no single global root for
the file system as a user of the system can choose several directories as roots.

OceanStore has the idea of introspection. A program can monitor the sys-
tem, figure out how to optimize it, and then carry out the optimization. For
example, one should be able to detect different usages on different machines
during different times of the day, and compensate the load across those ma-
chines accordingly. By a continuous process of observing and optimizing the
system, the system will be self-tuning and should achieve higher performance
and reliability.
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2.4.3 Cryptographic File Systems

CFS

The first system to allow transparent access to encrypted files is the Crypto-
graphic File System (CFS) [5]. CFS can work on top of any other file system
to put file encryption services into the underlying file system. By moving
the cryptographic tools into the file system, CFS allows users to work with
encrypted files easily. CFS is implemented using a NFS loopback server,
and with no kernel code, CFS is very portable. On the other hand, a kernel
implementation can be more efficient.

Every directory has a cryptographic key used to encrypt all file names
and files inside the directory. From users’ point of view, before they can
use an encrypted directory, they need to attach the directory and enter in a
password. After attaching the directory, the contents become visible under
the CFS mount point. If a user has multiple unrelated directories they wish
to attach, it may be necessary to remember several different passwords and
remember to attach each directory separately.

Access permissions for all files in a directory are specified as a group. CFS
protects not only the file data, but also encrypts file names and symbolic
links. Information in inodes, such as file sizes, are not encrypted, allowing
utilities that work with the file system such as fsck or automatic backup
systems to continue to work without modification. CFS provides no easy
way to share data between users, as the users will need to find a way to share
the keys. No protection is given against unauthorized tampering with files.

TCFS

The Transparent Cryptographic File System (TCFS) [29] aims to improve on
CFS by improving transparency. Whereas in CFS, the user needs to attach
directories manually and enter in passwords, in TCFS no password, other
than the login password, is required. Another change from CFS is TCFS
moves all encryption into the kernel. With all code in the kernel, extra
context switches are avoided, leading to higher performance. TCFS adds an
encryption bit to the standard UNIX file attributes, and when the encryption
bit is set, TCFS encrypts the file.

TCFS also implements threshold group sharing of files. Only when a
certain threshold number of users in a group are logged in simultaneously on
a machine can files be opened. This is implemented by giving each user in
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the group a part of the group key, and guaranteeing if and only if enough
parts are available, the group key can be reconstructed from the parts.

ECFS

The Extended Cryptographic File System (ECFS) [4] builds on top of CFS
with several additional features. Whereas CFS provides for privacy, ECFS
ensures data integrity using keyed hashes. Each block in a file is signed using
the block’s index in the file as a salt for the signature algorithm. The name
of the file is used in verifying the integrity of the file to prevent a substitution
attack, where the server substitutes a different file than the one requested by
the user. ECFS also allows for the selective encryption of files. This allows
for public files within an encrypted directory, whereas in CFS, all files in a
directory had to be encrypted. File names can be encrypted selectively, but
to avoid name conflicts, ECFS requires any given directory must have all
encrypted or all unencrypted file names.

Cryptfs

Cryptfs [36] does encryption at the virtual inode (vnode) layer, can work on
top of any other file system, and is implemented in kernel code. Files are
encrypted by blocks so the entire file is not decrypted when changing one
byte. File names and symbolic links are also encrypted. One initialization
vector is used per mount, thus similar plaintext files encrypted with the same
key will produce similar ciphertexts. Only one active key is associated with a
session at a time, so the user is required to switch the effective key manually
to access files encrypted with different keys.

SFS

Several different file systems have the name Secure File System (SFS). We
will discuss the SFS system done between the University of Minnesota and
StorageTek [12]. SFS provides encryption for users accessing files using nor-
mal networking protocols such as HTTP and FTP. SFS builds on top of the
UFO file system. Files are decrypted on file open and encrypted again when
the file is closed and put back out to the server. As the read and write
system calls are not caught, partial encryption or decryption of files is not
supported. SFS uses smart cards for authentication and key management.
The processor on a smart card is used to perform key computations, such as
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decrypting file keys. In the SFS architecture, a trusted group server enforces
the access control lists and provides for an audit trail.

CSFS

The Cryptographic Storage File System [9], also known as Cepheus, provides
for confidentiality, integrity, and availability of data. As in CFS, file data and
file names are encrypted, but information within inodes is not encrypted. To
allow for random access in files, each file block is encrypted separately using
different initialization vectors (IV) so same plaintext blocks will not encrypt
to the same ciphertext. In addition, cryptographic hashes are provided for
integrity.

CSFS promotes group sharing. Most other cryptographic file systems
leave key management up to the user and sharing involves disclosing a pass-
word to another user. CSFS uses a separate trusted group server to maintain
group information and generates a key for each group. When someone leaves
a group, the group key must be changed, meaning all files encrypted using
that group key must be re-encrypted. To re-encrypt all files immediately
would cause delays, so CSFS uses a delayed re-encryption method. Files are
not re-encrypted until someone makes a change to the file.

CSFS stores extra information in the inodes, such as encryption keys.
Because they made modifications to the standard file structures, they needed
to write their own fsck program to handle crash recovery. The entire CSFS
partition is stored as a virtual disk, that is as a file on the server’s disk. This
means accessing files on a CSFS partition outside a CSFS client system is not
possible. CSFS uses a loopback NFS server on the client machine, avoiding
the need for writing any kernel code. The file server implements many of the
RPC calls available in NFS, but also adds an interface for directly accessing
the raw disk.

CSFS uses a delayed write strategy for the cache write policy. Blocks are
written to the file server when the block is ejected by the replacement policy.
A write-on-close policy would have been more desirable, but the other policy
was chosen for implementation reasons. Because the NFS loopback server
used by CSFS is stateless and cannot tell if a file is open or closed, detecting
a file close operation is not possible. Authentication is entrusted to the RPC
library.
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Design

The primary goal in designing Kiwi was security, followed by the goals of
simplicity and scalability. This chapter will discuss the protocols chosen for
the Kiwi file system and how we addressed these issues of security, simplicity,
and scalability.

3.1 Protocols

From the beginning, we wanted to try to build a file system on top of the
HTTP protocol, as we did not wish to invent a new protocol of our own.
We secured the HTTP protocol with SSL and extended it with WebDAV to
allow for all file system operations. We will now look in more detail at the
various protocols chosen for the Kiwi system.

3.1.1 HTTP

The hypertext transfer protocol (HTTP) has been widely deployed with the
spread of the World Wide Web. HTTP [11] is a very extensible protocol and
was chosen partly for this ability to extend it into a complete file system
protocol. The protocol consists of a text header followed by binary data.

This is an example of a HTTP request:

GET /path/to/file HTTP/1.1

Host: www.somewhere.com

Some-Random-Header: Some-Random-Value

Content-Length: 0

25
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<empty line>

The first line, called the request line, specifies the HTTP request method,
followed by the resource being accessed, in the form of a Uniform Resource
Identifier (URI), and ends with the HTTP protocol version. HTTP de-
fines several basic HTTP methods including GET, HEAD, POST, PUT and
DELETE. GET is what is used above and is what a web browser usually
uses to download web pages. HEAD tells the server not to actually return
the body for the response but only to return the headers. POST is used to
send arbitrary data such as often found in HTML forms. PUT and DELETE
allow for uploading or deleting a resource on the server and are rarely used,
because most web servers only deal with read-only web pages.

After the first request line, any number of HTTP headers may follow
in the format of a header name and value separated by a colon. Several
predefined headers, such as Content-Length, specify the size of the data to
follow the header. The headers are ended with a blank line, followed by a
message body, and in the above case, no body is needed.

The HTTP response to a request uses a similar format as above. Here is
a possible HTTP response to the above request for a file:

HTTP/1.1 200 OK

Date: Sun, 01 Apr 2001 12:34:56 GMT

Server: Apache/1.3.19 (Unix)

Last-Modified: Thu, 01 Mar 2001 01:23:45 GMT

ETag: "981cd-ce5-3acc0e14"

Content-Type: text/html

Content-Length: 9999

<empty line>

<9999 bytes of data>

The first line now specifies the result of the request. The rest specifies
HTTP headers similar to the request. In this response, we see a non-zero
Content-Length to tell the client that data follows the headers.

To perform the operations needed in a file system, such as retrieving file
information and creating directories, we needed to extend the basic HTTP
protocol. The two primary ways to extend HTTP are by adding new HTTP
methods and by adding new HTTP headers. Unrecognized methods and
headers are ignored by HTTP servers and clients, so extending the protocol
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should not break older software. Initially, we extended the HTTP protocol
ourselves with new methods and headers, but this approach was abandoned
after we found WebDAV.

3.1.2 WebDAV

Web Distributed Authoring and Versioning (WebDAV) extends the HTTP
protocol to allow for more operations on files by adding new methods and
headers [33]. WebDAV is an open standard and we can take advantage of
existing code. WebDAV defines several new methods and implements the
PUT and DELETE methods originally defined in HTTP. The new methods
added by WebDAV are:

MKCOL COPY MOVE
LOCK UNLOCK PROPFIND PROPPATCH

WebDAV has the notion of a collection that is essentially a directory. MK-
COL allows for creating new collections or directories. COPY and MOVE
perform their respective operations on files. LOCK and UNLOCK allow
for a basic locking mechanism on files to facilitate sharing of files. Finally,
PROPFIND allows for finding file attributes and file properties and PROP-
PATCH allows for setting file properties.

In WebDAV, properties are essentially name and value pairs. WebDAV
has a flexible mechanism for dealing with properties using PROPFIND and
PROPPATCH. Live properties are properties the server knows about and
maintains. An example of a live property is whether a file is executable or not.
Arbitrary properties are also allowed and these are called dead properties. For
example, a client could set a property with the creator’s contact information,
if someone wanted to contact whoever created the file. The server stores dead
properties as is without processing. The ability to set arbitrary properties
can be used to store caching information or other meta-information to be
stored along with a file.

3.1.3 SSL

The secure sockets layer (SSL) [28] was designed by Netscape and is also an
open standard. Adding security to HTTP by using HTTP layered over SSL
(HTTPS) was an easy choice, as this is the standard protocol used by sites
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Figure 3.1: Secure Sockets Layer (SSL)

on the Web needing secure transactions. Note HTTPS is different from the
Secure HTTP (S-HTTP) protocol [26] that adds security extensions to the
HTTP protocol.

SSL works at a level above TCP/IP but below the application layer.
Applications can continue to use HTTP or any other protocol unmodified,
while the underlying SSL implementation will secure the socket and thus the
connection. Thus, all the benefits in choosing HTTP still exist by going with
HTTPS.

A key part of the SSL protocol is the handshake used to set up the
connection. The handshake is used to determine the cipher for encryption,
certificates are exchanged and the server and client can authenticate each
other, and then a key exchange is performed using public key methods. Once
the SSL handshake is successfully completed, the two communicating parties
have verified that the other party is who they say they are and that they
share a common secret key. Using this common secret, all further network
traffic is encrypted using a symmetric cipher.

With e-commerce, credit card numbers, financial transactions, and other
sensitive information going over the Internet using the HTTPS protocol, one
would expect the underlying security protocol, SSL, to be secure. Especially
due to the open nature of the protocol and the many people who have thought
about the protocol, SSL is likely one of the most secure protocols available.
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Another benefit of using SSL is the availability of free implementations of
SSL, helping shorten the development time, and relieving us of developing a
protocol from scratch.

3.2 Security

Unlike other cryptographic file systems designed to put cryptographic ser-
vices into existing file systems, Kiwi was designed as a standalone crypto-
graphic file system with strong security features. Security in a file system can
be easy if the file system limits access to files. At the extreme, a file system
could disallow access to files for anyone not sitting in front of one particular
machine at a particular time of the day, and without passing a retinal scan,
fingerprint scan, and maybe a voice signature for extra protection. Thus,
security is not enough in a file system. Accessibility to files is also necessary.
Secure access to files from anywhere and everywhere was a primary goal in
developing Kiwi.

Different security problems can be addressed. There is the problem of
unauthorized access to information. By using SSL, we eliminate much of
this problem of attackers listening in on the network. There is also the issue
of access control on specific files. Users should only be able to see files they
have permission to access. Another security concern is denial of service. This
issue was not addressed at all, partly due to its complexity. There is not much
Kiwi can do if an attacker floods the network with bogus packets. However,
the current solutions to prevent denial of service in network systems should
also apply to this system.

3.2.1 Authentication

As in any file system, servers need to authenticate users. We chose to use
certificates as certificates are what SSL inherently supports. Each server is
set up to trust at least one certificate authority (CA). In simple systems, the
CA could very well be located on the same machine as the server. When
users obtain accounts on a machine, instead of user names and passwords,
they would instead receive certificates and private keys. The certificate would
contain the user’s public key and their user name on the server’s machine.
Of course, a certificate authority needs to cryptographically sign a certificate
for it to be valid.
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Figure 3.2: Authenticating users with certificates

The process of authentication on the server side should proceed as follows.
The server first checks the certificate is valid and signed by a trusted CA.
Then the server looks at the “Common Name (CN)” field of the certificate
for the name of the user, e.g., austin. The server looks up that name in the
local password file and makes sure the user has permission to access files on
the system. From then on, the server should treat the user as authenticated
as the user specified in the certificate.

3.2.2 Access Control

Once users are authenticated, a mechanism must exist to control the access
to resources. UNIX access control is too difficult to use and does not promote
sharing. We desired a better system for access control, preferring a system
similar to AFS with access control lists, allowing normal users to create
groups and set permissions on files. An access control system such as in AFS
would promote greater sharing and ease of use.

3.2.3 File Encryption

SSL provides session encryption by protecting against people listening in on
the network. The files, however, are still seen in unencrypted form by the
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file server. In some situations, one may not want the system administrator
of the file server to be able to read one’s files. A user may also be concerned
about someone breaking into the file server and gaining access to all of the
files there. File encryption prevents the leak of information to someone who
has access to the file server.

Several significant differences exist between file encryption and session
encryption. Files are persistent, so long term security must be taken into
account. Encrypting a file such that no one can break into the file now is
not enough; it must not be possible, or the risk should be sufficiently low,
that in the future the file will also remain safe. Another difference is that
files can require random access, whereas most encryption techniques simply
cannot work with anything other than a sequential stream of data.

Kiwi supports both file encryption and session encryption. Many other
cryptographic file systems simply encrypt all files, making it unnecessary to
also encrypt the network traffic. But, in the Kiwi system, not all files need to
be encrypted. Not encrypting the network traffic would make unencrypted
files vulnerable to network snooping. Having both forms of encryption implies
that encrypted files are encrypted a second time when being sent over the
network with SSL. These two forms of encryption work together to give a
high level of security and cryptographic protection.

3.2.4 Trust Model

We assume the user completely trusts the local machine. Not trusting the
local machine would face difficult problems as the local machine can observe
everything the user accesses. Trusting the local machine implies the user
trusts everyone who has superuser access on the local machine. In addition,
the user believes the file server is reliable in storing files but the file server may
not be trusted to not reveal the contents of files. The network is completely
untrusted by the user. The file server trusts the certificate authority to only
generate certificates for authenticated users. Note the certificate authority
could be running on the same machine as the file server.

3.2.5 Firewalls

Having HTTPS as the network protocol has an important consequence re-
lated to firewalls. Companies or other organizations usually protect their
internal computers from the Internet by setting up a firewall between the
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company’s computers and the rest of the Internet. The firewall filters out
unwanted packets on all but selected ports. The HTTP and HTTPS ports
are usually opened on firewalls to allow for those inside the firewall to browse
the Web. Therefore, for most firewall setups, the Kiwi network traffic will
pass right through the firewall along with the other HTTPS traffic. Allowing
file access from behind existing firewalls greatly reduces the administrative
hassle of managing the firewall. If another protocol and port were used, an-
other port would need opening on the firewall, and many companies have
a policy against opening up extra ports. Thus, Kiwi is one of the few file
systems usable even if the client and file server are separated by a firewall.
This access to files, even if one is behind a firewall, is another step towards
secure access to files everywhere.

3.3 Simplicity

We wanted it to be simple to use and maintain the Kiwi system. For exam-
ple, the AFS developers themselves said they found their prototype system
difficult to operate and maintain. Other file systems like NFS are no easier
to maintain or use, especially as the number of machines increases. In Kiwi,
one of the goals was to provide users with a familiar environment and to
reduce what they had to learn to use the system.

Another major goal was to simplify the development and implementation
of the system. Because the time available for development was very short,
we wanted a functional system as soon as possible. We tried to use exist-
ing code whenever possible, and choosing standard protocols allowed us to
take advantage of the large amount of existing code. With freely available
implementations of all the protocols used, we could focus on building the file
system itself, dramatically shortening the amount of time needed for coding.

3.4 Scalability

Another design concern was scalability. We can view scalability in several
different ways. Traditionally, people have looked at how many clients file
servers can handle simultaneously. We are more concerned about handling a
large number of servers and clients rather than the individual load one server
can handle, because we are looking for a file system to work on a global level.
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HTTP has proven itself as a scalable protocol with the growth of the Web.
The number of transactions done over the Web continues to increase with
the number of pages and information available also increasing at a fast rate.

In several file systems, server processing power was found as the bottle-
neck. For example, in AFS, substantial performance gains were achieved by
pushing as much of the work into the clients. Increased performance and
lower server load implies higher scalability as more concurrent clients can
connect at a time. In Kiwi, the same type of approach was taken to push
the work into the clients. We wanted to modify the existing server as little
as possible while still maintaining reasonable usability. Thus the server was
made as simple as possible, and the clients were made smart enough to do
most of the work.

3.5 Summary

The major design choices made for Kiwi include:

• Choosing standard protocols where possible

• Using HTTP as a simple, extensible protocol

• Extending HTTP with WebDAV

• Securing network connections with SSL

• Using certificates for authentication

• Allowing for transparent file encryption

• Reusing code to simplify implementation

• Providing for scalability and global access to files

The next chapter will discuss how we turned this design into a working
implementation.
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Implementation

Due to the standard protocols chosen, many of the steps involved in imple-
menting the Kiwi server and client were relatively easy. This chapter will
discuss implementation issues and discuss how the file system can be used
on a practical basis.

4.1 Kiwi Server

For a file server, we decided to build on top of a standard web server, Apache.
Apache is well supported and maintained, and, as a result, we found the Kiwi
file server extremely easy to implement, needing only a couple hundred lines
of extra code.

4.1.1 Apache

The Apache web server [3] was ideal for several reasons. First, the source is
freely available and its design and architecture allows for the easy creation
of modules to extend the functionality of the basic Apache server. Secondly,
since the Apache group was formed in 1995, dozens of people have put in sig-
nificant effort into making Apache stable. Furthermore, Apache has proven
itself with about 60% of all existing web servers running some form of the
Apache server.

Because Apache was not originally designed for what we needed to do,
we needed to modify configuration files and patch Apache in a few places.
Apache was configured to share the entire file system. Unlike a normal web
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server, we wanted to make everything on the system available, for example,
even system files located under /etc. To share the entire file structure, we
needed to run Apache as the superuser.

4.1.2 Additional Modules

In addition to using Apache, we also used the mod ssl module for Apache that
provides an interface to the OpenSSL library and mod dav to incorporate
WebDAV support into Apache. We then created an additional module called
mod kiwi. Therefore, the entire Kiwi server consisted of Apache, mod ssl,
mod dav, and mod kiwi, with most of this code already existing and being
maintained by others. Using these existing components as the foundation for
a file server meets our goal of extreme simplicity in development.

mod kiwi

The primary purpose of mod kiwi was to perform authentication. As we
mentioned, the Apache process is run as the superuser, yet we cannot allow
everyone access to all files on the system. Our module checks the name in
the certificate presented by the client and authenticates access to files based
on that name. Enforcing access checks on files is done by making a seteuid
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call to effectively change the permissions of the Apache thread. Then all
further requests from the same client will be performed by that server thread
with the permissions of the user. Thus if the user attempts to access a file
without sufficient permissions, the server thread will be blocked by the local
file system for not having enough permissions. This simple method allowed us
not to worry about race conditions nor to handle the access checks ourselves.

However, Apache and the other modules were not designed with the idea
its effective permissions would be changing all the time. Some files, as in log
or lock files, are opened and written by all threads, but each thread could
be running with the permissions of a different user. Solving this required
adding additional seteuid calls in several places in mod ssl and mod dav to
temporarily switch back to the superuser.

4.1.3 Dynamic Generation of Certificates

We want to allow for mobility and access to files anywhere, but carrying
around a personal certificate to use for authentication is not practical in
today’s environment. In the future, smart cards, or other similar devices,
may allow for carrying around certificates wherever one goes. For now, most
people are comfortable carrying around some password to access system re-
sources. Kiwi allows using a password to access a dynamically generated
certificate. These certificates are generated using a Netscape browser and
generally have a short life time.

Certificates can be added to the client certificate cache in the Netscape
browser. During the SSL handshake phase, the server requests the client to
authenticate itself, and if the browser presents a valid certificate, the server
allows access to files on the server. However, when a valid certificate is not
available, the server redirects the browser to another page. Normally there
would be a page saying the client is forbidden to access the page. In our
case, the browser is redirected to a server script protected with HTTP Basic
Authentication, causing the browser to pop up a dialog asking for a user
name and password. The password is still sent over SSL, making it immune
to network snooping.

After the user is authenticated, the user is shown an HTML form that
asks for information to go into generating a certificate, such as the life time
for the certificate and the user’s email. The important part of the form is
a HTML tag Netscape invented called KEYGEN. When the user submits a
form with the KEYGEN tag, the Netscape browser automatically generates
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a private and public key pair. The Netscape browser keeps the private key
in its cache, signs the public key, and sends the public key to the server in a
structure called a Signed Public Key And Challenge (SPKAC).

When the server receives the SPKAC, the kiwi sign command, de-
scribed on page 50, is used to generate a new certificate. The server passes
the newly generated certificate back to the client. By passing back the cer-
tificate with the appropriate MIME type, the browser automatically notices
the certificate, finds the matching private key in its cache, and adds both the
private key and the certificate into its client certificate cache. Now if a user
tries to access the server again, as there is now a certificate, access should be
granted for the life time of the certificate.

If the user is using a browser on a public computer, then having a very
short life time for the certificate is important in preventing other users of the
computer from being able to access private files. Unfortunately, there is no
easy way to tell the Netscape browser to automatically remove certificates.
Users need to manually remove their certificate from the web browser once
they have finished using the computer.

This method of generating certificates is not limited to when one needs to
generate a certificate quickly to access a couple files. Even using a file system
interface, a user needs access to valid certificates. For the sake of simplicity,
we used this same method of generating certificates with a browser, except
certificates can now be allowed to have a longer life time. Once the certificate
is downloaded, the user exports the certificate from the browser, and then
can pass the exported file to the kiwi add command, described on page 48.

Another issue is where the password for authenticating users comes from.
One possibility is to use the local password file, /etc/passwd, already on the
system. Thus, users can use the same password both to log in to the machine
in the standard ways and also for generating certificates. Alternatively, the
administrator can set up a separate password file with passwords generated
specifically for Kiwi.

4.1.4 File Access With Web Browser

With the server set up as above, we immediately gain all the benefits of
having a web server and its functionality. Using any web browser, users
can securely authenticate, download a certificate, and have secure access to
files. File upload capabilities are possible through CGI scripts. Thus, with
only a browser, one can download and upload files securely using HTTPS. So
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without much work, we have a simple web-based interface for our file system.
This partially fulfills our goals of secure file access from anywhere, or at least
anywhere there is a web browser and a network connection.

4.2 File System Client

Although accessing files from a browser is a useful feature if one is traveling or
otherwise not able to access one’s computer, for daily use, a browser interface
is much too cumbersome and limited. To attain the full functionality of a
file system, we developed a Linux file system, allowing the mounting of Kiwi
on a directory like /kiwi. The file system can be divided into three parts:
the Linux kernel module, the user-level program, kiwid, to actually handle
requests, and the programs users use to interact with the Kiwi system.

4.2.1 Kiwi protocol

A protocol was needed for communication between the kernel and kiwid and
between user programs and kiwid. The protocol developed was fairly simple.
One side issues a request and the other side carries out the request and



CHAPTER 4. IMPLEMENTATION 40

returns a reply. The request and reply both follow the same format. The
request, or reply, first consists of a header. The header includes, among other
things, the type of the request and the number of parts in the request. Each
request header is then followed by a number of parts, where each part also
consists of a header followed by the part data. Much of the common code
between the user kiwi programs and kiwid, including the functionality to
communicate using the Kiwi protocol, was put into a library, libkiwi.

4.2.2 Usage

Using the client is fairly simple. The kernel module is installed under Linux
using the insmod command. Once the Kiwi kernel module has been installed,
Kiwi can be mounted on some directory such as /kiwi. All Kiwi files un-
der here use a naming scheme very similar to how pages are named on the
Web. To refer to the file /path/to/file on server machine, one would ac-
cess the file /kiwi/machine/path/to/file. This is essentially a URI-based
namespace and is similar to other systems like WebFS. With the user pro-
grams, users authenticate themselves to Kiwi, and can then access the files
under /kiwi. Kiwid is automatically invoked as necessary and runs in the
background to handle requests from the user.

4.3 Kernel Module

The kernel code for the file system was implemented on Linux because of
the available documentation, the great support, and, most importantly, the
free source code. In implementing Kiwi, we could look at and learn from the
implementations of other network file systems on Linux. The Linux kernel
also allows for dynamic loading and unloading of kernel modules, easing the
development of the file system. Unlike Cryptfs with all of the code in the
kernel, as much as possible of the Kiwi code was put into the user-level
daemon, kiwid, instead of the kernel. This was to allow for easier and safer
development, as each line of kernel code has the possibility of crashing the
machine, whereas the worst a user program such as kiwid can do is crash
itself.
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4.3.1 VFS

Linux has a virtual file system layer (VFS) to make programming a file
system easier by combining many of the common file system tasks into the
common VFS layer. Most of the time spent in developing the Linux kernel
module was put into understanding how the Linux VFS layer worked. The
VFS layer provides a common interface for all file systems, whether they are
local or remote or have other special characteristics. This layer uses virtual
inodes (vnodes) to identify files, where a vnode is a unique number across
file systems to represent a file. Vnodes correspond to inodes except inode
numbers are not unique across file systems.

When applications make system calls on files, they pass to the kernel the
name of a file. These system calls are passed to the VFS layer and the VFS
layer determines the file system being accessed by that filename. Once the
file system is determined, VFS calls the appropriate routine to handle the
call. For instance, the VFS passes system calls made on files under /kiwi,
or wherever else Kiwi was mounted, to the Kiwi kernel module to handle
the request. The Kiwi kernel module in turn passes the request to kiwid
to actually handle the request. The response coming back from kiwid goes
through the Kiwi kernel module, back up to the VFS layer, and out to the
application.

4.3.2 Reading Directories

Most of the system calls were very easy to handle, simply being passed to
kiwid. However, the readdir system call was more difficult to implement,
requiring the kernel to maintain state. Applications repeatedly call readdir
to return entries within a directory, until there are no more entries to return.
Each successive call to readdir needs to return the directory entry after
the last entry returned in the previous call, and so, the kernel must keep
track of the position in the directory. The initial implementation had the
kernel caching directory entries in kernel memory between readdir calls,
but, partially due to the desire to move code out of the kernel, the current
implementation uses a file on the local file system as a cache of directory
entries. The directory entries are written by kiwid into the file, and the
kernel reads from the file, keeping track of the file position between calls.

One special directory is the root of the Kiwi tree. Obviously, when we
list the root, we cannot and do not want to list all the servers in the world.
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Initially, doing a listing on the root Kiwi directory will return nothing. When
a server is referenced, that server name is cached, and a directory is created
for the server under the root directory. Thus, ls /kiwi will give the user
a list of all servers previously accessed by that user. Currently, the list of
servers is persistent and will continue to grow indefinitely as more and more
servers are accessed. In the future, removing older entries to reduce the
length of the list may become necessary.

4.3.3 Requests

The Kiwi kernel module communicates with user processes (kiwid) through
a device file. Currently, all requests going through the device file must be
initiated by the kernel. User processes can send requests into the kernel
module using ioctl calls. The kernel separates requests by user, as there
is no single kiwid process handling requests for all users on a machine. A
fixed maximum number of concurrent requests is allowed for each user and
is currently set at 10.

Because requests have multiple parts, a kiwid process needs to call read
multiple times on the device file to completely read a single request. The
module guarantees that successive reads will return successive parts of a sin-
gle request. To prevent concurrent reads by different processes conflicting
with each other, the module needs to keep requests separate. The request
being handled, at any point, is stored in the internal file structure that is
unique per open of the device file. This request stored internally is then used
for successive reads and writes until the request is completed. Although this
goes against the traditional semantics of reading and writing, we need no
locking or other synchronization to guarantee that a full request is handled
by a single process. Multi-threaded processes accessing the device file con-
currently need to either perform locking themselves or open up the device
file multiple times, allowing the kernel to manage the requests.

4.4 Kiwid

Following on our goals of ease of development, we tried to reuse as much
existing code as possible when implementing the user-level daemon, kiwid.
We used the freely available OpenSSL [20] library for all of the cryptographic
functionality we needed, and the neon library [21] to handle both the HTTP
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and WebDAV protocol over SSL connections.
Kiwid has several main functions, shown below:

• Read requests from the kernel and from the user

• Communicate with Apache server

• Maintain user credentials

• Manage the local cache

• Encrypt and decrypt files

• Perform path name translations

Its primary job is to carry out the requests by talking to the Apache file
server. Kiwid listens for requests from the kernel through the local device file
and also listens for requests from user programs from a local domain socket.
Requests received from either the device file or local socket are handled in
exactly the same way. Kiwid is multi-threaded, creating new threads as
necessary to handle the incoming requests.

Unlike many other daemons that run as the superuser on a machine, one
kiwid process is run per user, running with the permissions of that user,
because we found no need for kiwid to run privileged to perform the above
tasks. With the bulk of the code in a user-level and unprivileged process,
security is much less of an issue within kiwid itself. The only part needing to
be made secure is the interface between the kernel and kiwid. This is easier
as the size and the complexity of the kernel code is much easier to handle
than the large amount of code in kiwid. Also, theoretically, users can have
their own customized versions of kiwid to do what they want it to do.

Several problems arise with having one kiwid running per user. The main
issue is the difficulty of sharing between users on the same machine because
no communication is possible among kiwid processes for different users. For
example, if one user accesses a common program like emacs, and another
user also accesses emacs, they will each download their own copy of the file.
Another possible issue is the use of resources. With a single kiwid process,
more efficient sharing of processor resources can exist among users. With the
current design, if users are not accessing any Kiwi files, their kiwid processes
are also idle, taking up memory and some processor time. These concerns
were part of the reason the initial implementation of kiwid used a single
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privileged daemon. However, we changed the implementation to have one
kiwid process per user, finding multiple kiwid processes simpler to use.

A benefit of having a per-user kiwid process is that the only part of the
system requiring privileged access to the machine is the installation of the
kernel module. Even without the kernel module, kiwid can still perform
requests received from the local socket. Users can still manually perform file
requests, such as retrieving and uploading files, without the kernel module.
There may be systems where a user does not have superuser privileges and
wants access to Kiwi files. A user could have a ftp-like or shell-like interface
to the Kiwi namespace for accessing files. Also, as kiwid should be mostly
portable, one can run the client portion of Kiwi on platforms other than
Linux that do not currently have a kernel file system module. For instance,
kiwid is known to work on Solaris, allowing access to Kiwi files on these
systems. By increasing portability, we allow for more universal and secure
access to files.

4.4.1 File Encryption

File encryption is performed similar to other cryptographic file systems. En-
cryption and decryption is done transparently by kiwid on the client side.
When an encrypted file is read, kiwid decrypts the file and stores the de-
crypted file in the client cache. All file operations by applications work on
the decrypted file, so they all work as they normally would. When the file
is put back to the server, kiwid re-encrypts the file, and sends the encrypted
file over to the server. Thus the server never has access to the decrypted file.

Users have full control over encrypting specific files and not others. The
files to encrypt are specified in a configuration file, with each line consisting
of a regular expression matching files to encrypt. Thus one can easily encrypt
all files under a directory or all file names ending with a certain string. This
is in contrast to other systems like CFS with the granularity of a directory,
where all files in a directory are encrypted or not. Having the granularity
of a directory can create problems. For example, one may want to encrypt
all files in one’s home directory but still have some public files, such as a
.forward file. This is one of the problems ECFS addresses.

Currently, the file encryption key and initialization vector (IV) is stored
at the beginning of the file itself. A hash of the file’s contents is appended at
the end to detect tampering with the file. Kiwi uses standard cryptographic
algorithms with SHA-1 for its message digest algorithm and Blowfish for file
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encryption. Kiwi uses the Cipher Block Chaining (CBC) mode of Blowfish
allowing for the encryption of byte sequences of arbitrary length. The algo-
rithms themselves can be changed easily to any algorithm OpenSSL supports.

In many situations, one can learn a great deal of useful information from
the metadata associated with a file, such as its name and size. For file names,
the obvious solution, and what many other cryptographic systems do, is to
encrypt the file names. Kiwi can also encrypt file names and then, makes it
into a legal filename by doing base64 encoding on the encrypted name. The
base64 encoding expands the length of the file name by about one-third.

4.4.2 Path Translations

UNIX machines have the notion of a symbolic link, also known as a symlink.
A symbolic link from filea to fileb means every access of filea should be
transparently redirected to the real file at fileb. In the Kiwi system, a similar
but more powerful notion of path name translations is used. In the simplest
case, path name translations can work similar to symlinks. Kiwid can be set
up so all accesses to one path are automatically redirected to another path.

The way to specify these translations is through a configuration file. Each
line of this file is similar to the ‘s’ command in sed that substitutes a reg-
ular expression with a replacement. Lines beginning with a # are ignored
and can be treated as comments. The first character in a line is used as
the delimiter character. The easiest delimiter to use is probably the space
character. Figure 4.4 is an example of how a possible configuration file could
look. Note the caret character (^) matches the beginning of the line and the
backslash numbers are back-references, referring to the portion of the input
string that matched the given group in the first regular expression.

Translations can be used for the same purpose as symlinks, by making
path names shorter and easier to remember and allowing one to group files
logically. For example, in the example file, a shorter name is used to refer to
my home directory. Another use is to merge directories on different servers
into one directory. For instance, suppose one wanted to have access to all
of one’s binaries under /kiwi/bin regardless of where the files are actually
located. Some binaries may be located on one server and some other files
may be located on another server. One could have /kiwi/bin/emacs point
to a file on one server and have /kiwi/bin/vi point to a file on a different
server. Referring to programs by short names chosen by the user is much
easier than remembering the server specific locations for files.
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# map my home directory

^/home /server1/home/austin

# Link applications under one directory

^/bin/emacs /server1/usr/bin/emacs

^/bin/vi /server2/usr/bin/vi

# All files under myfiles are located on server1

# If server1 is down, try server2

^/myfiles/(.*) /server1/\1 /server2/\1

Figure 4.4: Sample translations file

Some benefits with this translation do not exist with simple symlinks.
With the use of regular expressions and back-references, a user can specify
an entire class of links that is not possible if one wanted to specify symlinks
manually. In addition, multiple translations can be specified per regular
expression. For example, suppose some file is replicated and located on
several different machines. One would like access to this file even if one of
those machines goes down. Users may not care whether they retrieve a copy
of emacs from server1 or from server2, as any accessible version will suffice.

By using this path name translation mechanism, we obtain, in a very sim-
ple manner, some of the same advantages of other file systems that replicate
files and balance the load over multiple servers. However, this scheme is not
quite the same as the traditional methods, because the list of translations is
tried in order until one that works is found. True load balancing would work
much better by randomly picking a file server. On the other hand, priorities
can be assigned to servers. For example, suppose server1 is the primary
server and if server1 is up, this is the server to contact for the files. Only
if server1 is not available should the backup servers be tried. The backup
servers could have files a bit out of date, but nevertheless still have reason-
ably fresh copies of the files. Note this currently proves problematic for file
writing. File consistency becomes a challenge if clients could be writing to
several different servers.
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4.4.3 Caching

Caching is very important for high performance. Several things need to
be cached, including the file contents, file attributes, and directory listings.
Kiwi caches entire files. On a file open, the file is retrieved by kiwid and
placed in a local cache file. The local cache file is used for all file operations,
until a close or flush operation is received to write out the file. This is a
write-on-close cache writing policy. The cache file is validated on every file
open by contacting the server. If a connection with the server cannot be
established, the local cache file, if it exists, is always used as being the most
recent copy of the file. No method exists to meaningfully handle reconnection
with the server if the cache file had been modified while disconnected. To
support merging changes transparently would involve implementing some of
the ideas of disconnected operation, as seen in Coda [13].

Directory listings and file attributes are retrieved using the PROPFIND
method defined in WebDAV. PROPFIND takes a header called depth that
can be either 0, 1, or infinity. A depth of 0 indicates the file or directory
itself, 1 indicates the directory and all of its direct descendents, and infinity
indicates the entire tree rooted at the directory. By giving a depth of 1
when we do a listing of a directory, we are returned the file attributes for
all the files in the directory. On successive calls for file information on those
files, with the system call stat, this file attribute cache is first consulted.
Executing a ls -l or stating every file in a directory is about as efficient
as retrieving only a directory listing. This caching reduces the load on the
server, as fewer connections are needed. The cache information is currently
set to expire after 15 seconds.

All cache information in Kiwi is stored in files on disk and, thus, is per-
sistent. This means kiwid can recover easily from a crash, as no information
will be lost between sessions. Because few of a user’s files are likely to have
changed between reboots or sessions, making the cache persistent can save
time in refilling the cache on startup.

Consistency

Our system only requires clients to establish connections to the servers. Some
other file systems including AFS have the server contact clients, usually as
part of the cache consistency protocol. We assume clients manage the cache
consistency themselves. Clients try to validate their cache copy upon opening
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a file. If users need stronger consistency guarantees, they can use external
systems, such as version control systems like CVS, to keep track of changes
from different users. By pushing all the work into the clients, we make the
server as simple as possible. In addition, this allows the client to be behind
firewalls, and the protocol still works. Whereas many other systems focus
on how to implement cache consistency, we took what we saw as the easiest
approach that would work reasonably well. In addition, we did not try to
emulate the same semantics as a local file system, such as Sprite. Performance
and simplicity were deemed more important than full compatibility with
UNIX semantics.

4.5 User Client

The user interacts with kiwid through another program simply called kiwi.
The kiwi program includes a collection of commands to handle various tasks,
such as authentication and manually downloading files from a server. If kiwid
is not already running, kiwid is automatically started in the background by
the Kiwi commands needing to communicate with it. Thus, a user does not
need to worry about manually starting the kiwid program. A description of
some of the commands implemented for use with Kiwi follows. All these are
accessed as kiwi [command] [OPTIONS].

4.5.1 add

This command adds a file containing the user’s credentials into kiwid’s cre-
dentials cache. The user’s credentials consists of their certificate and private
key and in our system is mainly stored in a standard PKCS12 file. The file
can and should be encrypted to prevent accidental exposure of the user’s
credentials if the local machine is compromised.

Suppose a user has the credentials necessary for connecting to machine
server in file server.p12. Before accessing files, a user would type kiwi

add server.p12 and the command would ask the user for the password to
decrypt the key. From that point on, the user will have access to all files
under /kiwi/server.

Kiwid can keep track of multiple credentials for different servers or groups
of servers. Kiwid chooses the appropriate set of credentials for a server based
on a simple set of rules. The user can specify mappings from server names,
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using regular expressions, to credentials. If credentials are not found for a
server through these mappings, a certificate signed by a CA with the same
common name as the server is used if available. As a final resort, kiwid uses
a default certificate.

4.5.2 cat, cp, ls

These commands are analogous to the corresponding UNIX programs except
they also work for files located in the Kiwi namespace. We can use the
kiwi cat command to view files, the kiwi cp command can copy files from
and to a remote Kiwi server, and the kiwi ls command allows for listing
directories on remote Kiwi servers. For example, a command like kiwi cp

/kiwi/machine/my/file /tmp/localfile would download a copy of the
remote Kiwi file into a local file.

As the kernel module providing a file system has only been implemented
for Linux, people on other operating systems would be out of luck if they
wanted to access their files on non-Linux systems. But using these programs,
they can manually download Kiwi files from a Solaris system or from some
other system, work with the file locally, and upload the file again to the
server. This is certainly not as convenient as using a transparent file system
interface, but it at least makes the system usable on other operating systems.

4.5.3 encrypt/decrypt

These commands allow for the manual encryption or decryption of files. Even
if the Kiwi file system is not up and running, one would hope to have access
to one’s encrypted files. These programs can decrypt an encrypted Kiwi file
or encrypt a normal file.

4.5.4 list

This command lists the credentials Kiwid has in its credentials cache and
that were added previously with the add command.

4.5.5 shell

This is a shell designed to work in a way similar to command line ftp pro-
grams. This simple shell allows for using any of the kiwi commands, changing
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the current directory, and issuing other commands to access Kiwi files man-
ually.

4.5.6 shutdown

This command is used to shutdown kiwid cleanly, releasing all of the user’s
credentials from memory, and to perform all necessary cleanup routines.

4.5.7 sign

This is a helper program to create and sign certificates. The default pro-
grams in OpenSSL have no easy way to create a certificate by signing with
a custom certificate authority. This program can take a certificate signing
request (CSR), usually sent to certificate issuers like VeriSign, and creates
a certificate from them using the certificate and private key of a local cer-
tificate authority. This program can also create certificates from a Netscape
SPKAC structure, discussed in section 4.1.3.
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Results

The Kiwi file system works well enough to be usable. One can do most
normal things one expects to be able to do, such as reading and writing files.
Applications for the most part work as expected with Kiwi files and running
programs located on Kiwi servers also works as expected. Development work
on Kiwi continues to use Kiwi itself. We will discuss how well Kiwi does in
the areas of security, simplicity, and scalability, the areas that we initially
listed as design objectives. In addition, we will see how well the file system
performs in practice.

5.1 Security

The security of Kiwi depends on SSL, a protocol designed for security. How-
ever, even if SSL is secure itself, there may be unknown problems with the
OpenSSL implementation or in the way Kiwi uses the library. A code audit
is definitely needed, and, as all source code is available, we hope people will
begin to look at and poke at the code.

A security issue is that we run the Apache web server as root, something
it was not designed for. In fact, running Apache as root required recompiling
Apache with a special flag (-DBIG SECURITY HOLE). However, we do not
think this is a security hole in the Kiwi system. As soon as the connection is
made and the client presents a valid certificate, the seteuid call is made to
drop the root permissions. There should be nothing the user can do through
the Kiwi server that could not be done when the user is logged in locally.

In comparison to NFS, the most popular distributed file system, Kiwi

51
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provides an extraordinarily high amount of security. For example, NFS has
very weak security, relying on trusting machines based on IP addresses. Be-
sides being able to spoof IP addresses by compromising a trusted machine,
an attacker can gain access to all the files on the server available to users
from the trusted machine. Kiwi, on the other hand, doesn’t trust machines.
Even if a client machine is compromised, an attacker cannot access files on
servers without valid user certificates. In addition, the network traffic for
NFS is unencrypted, so anyone can listen on the network and gather data
about accessed files. All network traffic in Kiwi is encrypted using SSL. Even
if there may be attacks on SSL, attacking SSL certainly is much more diffi-
cult than attacking the NFS protocol. In addition, NFS has no support for
encrypting files like Kiwi does.

5.2 Simplicity

Historically, file systems have taken a long time to put together. By using
HTTPS as our underlying protocol, we got off the ground almost immedi-
ately. With almost no work, we had a working file server. The client side was
a bit more work, but we still could reuse much existing code. Although the
file system is not yet complete, with many improvements still to be made,
tremendous progress has been made considering the relatively small amount
of time and the small number of people working on the system.

We were also striving for simplicity in use. Setting up other file systems
is sometimes very non-trivial. Setting up a globally accessible AFS system
requires the creation of a new cell and registration of the cell with a central
source. A file listing all cells is updated and periodically copied over to each
AFS client. Under Kiwi, setting up a domain is as easy as setting up a
web site, with use of the well-established and mostly decentralized domain
naming system (DNS). In addition, setting up a Kiwi system is about as easy
as setting up Apache. Many more people have experience setting up a web
server such as Apache than other file servers like NFS or AFS servers. The
use of a technology people are familiar with should make Kiwi simpler to set
up and to use than other file systems.
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5.3 Scalability

Our goal was to have a globally accessible file system, and so scalability was
certainly a concern. However, the scalability of the system has been largely
untested. But the emergence of the Web and the growth of web servers is a
sign of the scalability of HTTP/HTTPS as a network protocol. One problem
is that the Web was designed for read-only data and not for a full read-write
file system, so Kiwi may not be as scalable as the Web has been. Moreover,
HTTP is by far more common than HTTPS on the Web, and whether the
computationally expensive HTTPS protocol can scale well is unknown.

The scalability and potential growth of a system can be measured partly
by how easy the job of the administrator is. For example, maintaining and
administering a large number of NFS systems is complex and difficult. If a
NFS server is added to a system or a new client should gain access to a server’s
files, potentially many configuration files need modification. NFS requires
the explicit mounting of every server to be accessed, causing problems when
servers go down or files change locations. Clients will often hang waiting for
NFS servers that may never come up. In addition, mounting new servers and
editing configuration files require someone with superuser privileges. Always
having a system administrator around to perform these tasks is not scalable
and is inappropriate for a global file system. Besides system administration,
NFS was simply not meant to work in a large distributed environment, and
there has been empirical data supporting this lack of scalability in NFS [10].

In Kiwi, servers can go up and down, just as web servers go up and down,
and clients won’t be impacted much. The Web could not possibly have grown
to its size today if someone had to centrally manage it when servers went
up or down. The number of distributed web servers already in existence,
managed by different people everywhere, shows the potential for a system
such as Kiwi to scale globally.

5.4 Performance

An unresponsive filesystem can become unusable, so we need the performance
of Kiwi to be reasonable. With the overhead of cryptographic routines, Kiwi
is expected to have worse performance than a non-cryptographic file system,
but how much worse is it?
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Kiwi (no enc) Kiwi (enc) NFS
MakeDir 2 2 0
Copy 13 15 1
ScanDir 4 6 1
ReadAll 5 8 1
Make 20 22 9

Table 5.1: Andrew benchmark running on single machine (results in seconds)

Kiwi (no enc) Kiwi (enc) NFS AFS
MakeDir 3 3 2 1
Copy 18 18 8 3
ScanDir 6 6 3 2
ReadAll 7 8 4 2
Make 30 27 9 9

Table 5.2: Andrew benchmark running over network (results in seconds)

5.4.1 Benchmark Tests

We ran some tests with the Andrew benchmark [10]. The benchmark consists
of five phases. The first phase creates some directories, the second phase
copies a bunch of files, the third phase does a stat on every file, the next
phase reads every single file, and the last phase starts a make process. The
benchmark was run both on a single system, with the server and client on the
same machine, and also on separate systems connected by a local network.
Tests were run both with file encryption turned off (no enc) and on (enc).
Note that network traffic is always encrypted using SSL, so the file will be
encrypted twice when file encryption is on. For the tests, we used an Intel
Pentium III at 700MHz and 128MB of RAM. All tests were run multiple times
and averaged. The numbers given in Table 5.1 and 5.2 show the elapsed time
in seconds required to execute that phase of the benchmark.

Interestingly, turning on file encryption added relatively little overhead.
Overall, the Kiwi system is indeed slow compared with NFS or AFS. However,
several things should be kept in mind. No tuning has gone into the system,
unlike the other file systems, and the code has not been optimized in any
way.
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5.4.2 Potential Optimizations

Many components in the Kiwi system could be enhanced and many opti-
mizations could be performed to increase performance.

SSL

The Apache with SSL setup is a very generic solution to the problem of serv-
ing files. More features are built into Apache than we currently use. Turning
off all but the minimal set of functions needed could improve performance.
Part of the slowness compared with the non-cryptographic file systems above
is undoubtedly due to the SSL protocol itself being computationally inten-
sive, with every connection requiring modular exponentiations as part of the
public key cryptography routines. Inherent limitations exist to how many
connections a secure web server can handle at once. Much of the work done
to speed up secure web servers can also be applied to Kiwi. Hardware SSL
accelerators and other methods such as batching [25] may be able to speed
up the SSL handshake.

The HTTP protocol is not a bad protocol itself, and if SSL were com-
pletely eliminated, then there could be performance improvements. Elimi-
nating SSL would require that the roles SSL currently plays can be satisfied
by the other parts of the system. If all files are encrypted and checked for in-
tegrity, then we do not need SSL for privacy. On the other hand, we still need
a secure authentication scheme. Eliminating SSL, however, may also remove
much of the benefit of Kiwi in accessing files with standard web browsers, as
encrypted files will no longer be readable without manual decryption.

Kiwid

Another place for optimization is kiwid. Moving some of the code from kiwid
into the kernel would be more efficient by reducing the number of context
switches. For example, kiwid, and not the kernel, does most of the caching
in user space. So a lookup into a cache requires a context switch that could
be avoided. Both the NFS client and server are implemented in the kernel,
making them more efficient than the Kiwi client and server. Systems like
TCFS have increased performance by moving code into the kernel. Thus,
performance in Kiwi could be improved if all code in kiwid were moved into
the kernel, although portability and the ease of development would suffer.
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Caching

The caching strategy can also be improved. NFS clients cache blocks of
files whereas Kiwi caches whole files. Therefore, Kiwi would be extremely
inefficient for accessing small blocks from large files. On the other hand, by
writing out whole files at a time, Kiwi can be more efficient in some cases
than NFS. Because Kiwi only contacts the server on file open and close, file
reads and writes are inexpensive compared with a file system that contacts
a server over the network for every read or write. To initially retrieve a file,
Kiwi can be about 15 times slower than a local file system, but once a file
is in the local cache, Kiwi should have the same performance as a local file
system. An area for improvement would involve moving all of Kiwi’s caches
from disk and into the much faster main memory, similar to what Sprite
does.

Kiwi uses a write-on-close policy, causing the close operation to stall while
the file is written out. As most files are usually open only for a very short
time [22], this type of cache policy probably does not reduce network traffic
significantly. Another approach would be to delay the write for even longer
and to allow the close to complete immediately.

Name Lookups

Another issue may be the file name lookups. In contrast to file systems
like NFS and AFS, files are not given abstract identifiers in Kiwi. Every
request on a file passes the full path name to the file in the HTTP request
line, in the form of the Uniform Resource Identifier (URI). Because all files
are referred to by their full path, every access requires a name to inode
translation call through the namei routine. As the AFS designers discovered,
name resolution is a very common and time consuming operation [10]. They
thus converted their original AFS prototype that worked with file names
into one that only worked with inodes. However, as the UNIX system call
interface cannot deal with inodes, AFS needed to add system calls to work
with inodes, complicating the system. For Kiwi, a similar change would
involve drastically changing the Apache web server in addition to changes in
the client.
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5.4.3 Other Considerations

When initially implementing Kiwi, we wanted to make minimum changes to
the operating system and use existing code unmodified when possible. We
did not want to redesign an entirely new operating system or reinvent new
libraries, even though starting from scratch may have allowed for extra code
optimizations. Thus, in many cases, we traded off performance for simplicity.
Although the performance of the system is not terribly impressive at this
point and can certainly be improved, the performance may never reach that
of NFS or AFS. However, what Kiwi lacks in performance, Kiwi makes up
in other areas, especially security.



Chapter 6

Conclusion

In this final chapter, we will discuss some areas for further work and finish
with some concluding remarks.

6.1 Further Work

For the first implementation, our primary motive was to quickly develop a
working file system. There is, however, still much room for improvement.
Much code remains to be implemented, and performance certainly can be
increased. Some of the following are areas that can be further developed and
integrated with the current system.

6.1.1 File Sharing

To share files, we would prefer to rely almost entirely on client side access
control to both push the work to the clients and to make the server as simple
as possible. We want to avoid having a centrally trusted group server as used
in other systems, so we propose to implement file sharing mainly with cryp-
tographic techniques. All files can be encrypted with a file key. Encrypted
files can be publicly readable by everyone. Therefore, to share files, we need
a mechanism to share the file encryption key with everyone who needs to
read the file.

Users on machines are named in the form of user@machine. Thus, giv-
ing permissions to me@mymachine means user “me” on machine “myma-
chine” should have access to the file. Groups are named similarly. Ev-
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ery group must be created by a user and the group itself is named as
user.group@machine. People can find the public keys of users and groups
by having the keys stored in a well known place in users’ home directo-
ries. Thus, to retrieve the public key for me@mymachine, a client would
access /kiwi/mymachine/~me/.kiwi/public/me.key to obtain a certificate
containing the user’s public key.

Access Control Lists

Access control lists (ACL) are stored in a separate file. The ACL includes
the users and groups with access to the file. The ACL also contains the file
encryption key encrypted with the public key of each user or group with read
permission on the file. Most of the work can then be pushed to the client.
For reading files, clients access the ACL, decrypt the file encryption key using
their keys, and then gain access to the file.

Although nothing is lost if a random attacker sees an encrypted file, a
random person should not be able to write over any file. Thus, we still require
the server to control write access, as write permission cannot be managed by
clients. To successfully write a file, clients need to prove they have access to
a write key specific to the file. Each ACL contains a separate file write key
encrypted in the same manner as the file encryption key used for reading.
When an encrypted file is first written, the server is told the write key for
the file. For clients to successfully write a file, they must prove they know
this write key. It must also be possible to write the ACL file. Having write
permission on the ACL file itself is equivalent to the admin permission in
AFS and allows for changing the ACL. The ACL file contains another key
used for modifying the ACL itself.

When a request is made for a protected file, the client first checks the
ACL. The client is responsible for determining a way to access the file if
possible. The client maintains a cache of the keys of all groups known to the
client. Each group listed in the ACL is checked with the current key cache
for a match. If the client finds a match, they can decrypt the appropriate
key and then perform the operation requested.

Groups

The next issue is how groups should work. The job of managing groups
should not be based on a separate trusted server, but should be done in
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as decentralized a manner as possible. Each user should be able to define
groups in a fashion similar to how groups work in AFS. A hierarchy of groups
should be possible. If group1 contains group2, then adding a user to group2

will add the user automatically to group1. This is important for scalability
but presents an implementation challenge. Without a central group server
as in other systems, how does a user know the groups he is a part of?

Users need a means of discovering the groups they are a part of or of
adding these groups manually. When a new group is created, a group key
is generated. For every new member of that group, the group owner creates
a file in a public group directory containing the group key encrypted with
the new member’s key. Checking if a user or group is part of another group
becomes as simple as looking for the existence of an appropriately named file
under the group directory /kiwi/mymachine/~me/.kiwi/public/groups/

and using that to download the group key.

WebDAV

The WebDAV group has put out a specification for access control lists to
control access to resources [34]. The goals are close to our own in promoting
sharing and security, although the scheme proposed by the WebDAV group
relies on the server to control access. As of this time, however, the specifi-
cation has not been finalized and no known working implementations exist.
However, this is still a possible direction to go that would follow our design
philosophy of relying on existing code and standards whenever possible.

6.1.2 File Migration

In the current implementation, naming files works like a traditional dis-
tributed file system. The client needs to know the name of the server that
contains a desired file to access that file. With some files such as application
binaries, users do not care about the specific server used to access the files.
If a client could request a file, such as emacs, without having to know the
location of the file, there would be location transparency, where the name
of a file does not correspond with the physical location of the file. Location
independence is the idea of always using the same name to refer to emacs,
even if the physical location of the file changes from one machine to another
machine [15]. We must also consider that some files such as /etc/passwd

are specific to each machine and cannot be migrated.
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This ability to migrate files around without changing the names used to
refer to the files can be a very useful step in a truly global and scalable system.
File migration can also help in balancing load. Most load balancing done
today with web servers relies on using the Domain Naming Service (DNS)
to randomly distribute requests across a set of servers. Although DNS load
balancing works for a file system, other ways to balance load would also help.
Load balancing can be easy with file migration because files can be moved
to and served from lightly loaded servers.

Other than simply migrating files, replicating files may be useful. Server
mirroring would permit for a group of servers to stay in sync with each
other, allowing all servers to appear identical from the outside. With many
identical servers, these servers could be anonymous allowing the client to not
care about the actual server providing the files. However, a way to find the
names of servers may be needed. Currently, if users initially do a ls /kiwi,
they will see nothing. They need to know the name of the server to connect
to. Perhaps something similar to the search interface available on the Web
would be helpful.

6.1.3 Caching Strategies

Caching and consistency issues still need further exploration. At this point,
the Kiwi system only has a limited amount of caching and is not very smart
about caching. Different types of data can have different caching strategies.
Some data is public and mostly read-only, e.g., application binaries, whereas
other data is changed very often. Are there benefits in making a distinction
between different types of files? In the self-certifying file system, increased
performance and availability were achieved given only read-only data [8]. If
one could give hints about the type of a file, such as if the file is read-only,
more intelligent caching schemes may be available.

Currently, cache files are not automatically removed, in most situations.
Bounding the size of the cache is something to be added. We originally had
the view of a system where a single user logs in, does whatever needs to be
done, stores the local cache files, and everything would then be wiped clean
for the next user. In addition, no sharing of cache files between users on the
same machine is possible, so even if two users access the same file, they will
each have their own cache copy.

Much research into methods for caching Internet services has been done.
For example, Harvest [7] is a hierarchical cache system. Also many proxy
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web servers have been implemented and are in use today. Although these
systems were mainly designed for the static, read-only data on the Web, many
of these ideas should be transferable to a file system, as much of the data
on a typical file system is read-only. Exploring whether these existing caches
can be used beneficially for this project would be an interesting direction.

6.1.4 File Encryption

Currently, no partial encryption and decryption of files is possible in Kiwi.
Even if a user only wants to change one byte in a file, the entire file will
be decrypted and re-encrypted. What is necessary to allow for encrypting
and decrypting blocks in files instead of the whole file together? Finding
arbitrary blocks in the encrypted file must be possible. The problem with
prepending data such as the file encryption key and IV to the file is that
file are pushed off block boundaries. One alternative is to store encryption
information elsewhere. CFS stores an IV inside of the group id (GID) field
of the inode. However, the group id can be changed outside of the system,
so assuming its immutablility is problematic.

6.1.5 Key Management

Because there are potentially many keys in the system, key management
becomes a critical issue. One issue in key management for file systems in-
volves lost keys and forgotten passwords. If a key is lost, an encrypted file
can become useless. We could perhaps use a key escrow service, allowing a
trusted entity to recover the file in an emergency. If no one entity is trusted,
splitting the key up to multiple parties would ensure that only if all parties
worked together would they be able to recover the key. Another possibility
is to design a smarter escrow service using smart cards [6], logging all uses
of the key on the smart card, so the user can determine, after the escrow
period, how many times the card had been used.

We currently store the keys for users on the file server itself, but we
assumed the untrustworthiness of the file server. A malicious file server could
provide its own public key when a user requests the public key for some other
user. Then the file server will be able to decrypt the file. If the certificate
authority (CA) and the file server are not the same machine, unauthorized
access would only occur if the CA and the file server collude. This whole
issue of public key management is probably not a simple problem to solve.
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One approach taken by the self-certifying file system [16] is to avoid the issue
of key management in the file system itself. File names contain public keys of
the server, but how those names are generated is handled somewhere outside
the system.

6.1.6 Certificate Revocation

A related issue to key management is revoking rights. Certificate and key
revocation is a difficult issue cryptographic systems have to deal with. What
happens if users no longer should have access to files that they used to have
access to? Re-encrypting these files with a new key is necessary, but find-
ing the files to re-encrypt could be difficult. Another concern is that re-
encrypting all the files at once would be inefficient. Certificate revocation is
an important issue in a certificate infrastructure, but in Kiwi, as in many
other systems, this problem is difficult to handle, and, as a consequence, is
often ignored. However, adding an efficient method to revoke permissions is
important for a practical file system.

6.1.7 Mobile Computing

How can the system handle mobile computing? Coda [13] allows for discon-
nected operation for users with laptops. PeStO [27] provides a model for
ensuring consistency with a user-specified level of optimistic or pessimistic
strategy for caching. As more and more computing resources become mobile,
there may be ways to take advantage of the mobility in a file system, allowing
for a more accessible and global file system.

6.1.8 Ubiquitous Access

One way to increase the global accessibility of files is to port the Kiwi system
to non-Linux platforms. The server should be portable, with Apache already
being used on a variety of platforms. Kiwid should be mostly portable also,
so porting to other operating systems only requires writing a file system
module to talk with kiwid. Because the design pushed much of the work into
kiwid and made the kernel module as simple as possible, not too much code is
necessary to port the file system to another operating system. Another way
to increase accessibility is to allow web-access to files with browsers other
than Netscape, e.g., with Microsoft Internet Explorer.
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6.2 Final Thoughts

A file system like AFS provides much better file system services than the
Web, yet it is not AFS but rather the Web that has grown exponentially and
has spread around the world. Why would people choose protocols like HTTP
over something that could be considered technologically better? A large part
of the reason must be simplicity of use. Adding file system services to what
people are familiar with should allow for faster adoption and acceptance.

In developing Kiwi, we thus focused on the technologies people are al-
ready using. File systems do not need to be created from scratch. Existing
protocols like HTTP and SSL can be extended to work as a file system proto-
col. We put together Apache, mod ssl, mod dav, OpenSSL, neon, and, with
a few additions, to build a mostly usable system in a short time. Kiwi has
many advantages over other file systems by building on existing technology.
Unlike any other file system, Kiwi can be used to access files securely using
a standard web browser and from behind firewalls. And in comparison with
other file systems, the time to develop Kiwi has been quite small, mainly due
to the enormous starting code base.

Although the performance is still lacking, Kiwi runs fast enough for most
purposes. The entire system, including all source code, is freely available for
public use. Nevertheless, Kiwi is probably not stable enough for everyday
use, and more work is necessary before Kiwi can reach high stability. Further
issues for exploration and areas for improvement include caching, consistency,
and sharing. Developing the Kiwi file system proved to be a valuable learning
experience, and although taking a system from usable to practical can be a
long and difficult road, it can also be quite rewarding.
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